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(NAPSA)—Although the Internal 
Revenue Service (IRS) reports a 400 
percent surge in phishing and malware 
incidents during the 2016 tax season, 
there are simple steps you can take to 
help protect yourself. 

Here are nine hints that can help:
1. Beware of IRS Impersonators. 

Some crooks call taxpayers to say they 
must settle their “tax bill.” These are fake 
calls and often demand payment on pre-
paid debit cards, gift cards or wire trans-
fers. Also, students should know there’s 
no “Federal Student Tax.” If you get any 
unexpected calls, e-mails, letters or texts 
from someone claiming to be from the 
IRS, remember, the IRS never calls to 
demand immediate payment using a 
specific method nor will it threaten you 
with local law enforcement.

2. Understand and Use Security 
Software. Security software helps protect 
computers against digital threats online. 
Generally, the operating system will in-
clude security software or you can access 
free security software from well-known 
companies or Internet providers. Essen-
tial tools include a firewall, virus and 
malware protection, and file encryption. 
Don’t buy security software offered as an 
unexpected pop-up ad on your computer 
or e-mail. It’s likely from a scammer.

3. Let Security Software Update 
Auto matically. Malware—malicious soft-
ware—evolves constantly and your securi-
ty software suite updates routinely to keep 
pace.

4. Look for the “S.” When shopping 
or banking online, see that the site uses 
encryption to protect your information. 
Look for “https” at the beginning of the 
Web address. The “s” is for secure. Ad-
ditionally, make sure the https carries 
through on all pages, not just the sign-
on page.

5. Use Strong Passwords. Use pass-
words of eight or more characters, mix-
ing letters, numbers and special char-
acters. Don’t use your name, birth date 
or common words. Don’t use the same 
password for several accounts. Keep 
your password list in a secure place or 
use a password manager. Don’t share 
passwords with anyone. Calls, texts or 
e-mails pretending to be from legitimate 
companies or the IRS asking to update 
accounts or seeking personal financial 
information are almost always scams.

6. Secure Wireless Networks. A 
wireless network sends a signal through 
the air that lets it connect to the Inter-
net. If your home or business Wi-Fi is 
unsecured, it also lets any computer 
within range access your wireless and 

potentially steal information from your 
computer. Criminals can also use your 
wireless to send spam or commit crimes 
that would be traced back to you. Al-
ways encrypt your wireless. Generally, 
you must turn on this feature and create 
a password.

7. Be Cautious When Using Public 
Wireless Networks.  Public Wi-Fi hot 
spots are convenient but often not se-
cure. Tax or financial information you 
send through websites or mobile apps 
may be accessed by someone else. If a 
public Wi-Fi hot spot doesn’t require a 
password, it’s probably not secure. 

8. Avoid E-mail Phishing At-
tempts. Never reply to e-mails, texts or 
pop-up messages asking for personal, 
tax or financial information. One com-
mon trick by criminals is to imperson-
ate a business such as your financial 
institution, tax software provider or the 
IRS, asking you to update your account 
and providing a link. They ask for Social 
Security numbers and other personal 
information, which could be used to file 
false tax returns. The sites may also in-
fect your computer. Never click on links 
even if they seem to be from organiza-
tions you trust. Go directly to the orga-
nization’s website. Legitimate businesses 
don’t ask you to send sensitive informa-
tion through unsecured channels. 

9. Get Professional Advice. To 
make sure you can take advantage of all 
allowable tax-deferred savings, tax cred-
its and deductions without risk, consult 
with a licensed tax professional, such 
as an enrolled agent (EA). EAs are the 
only federally licensed tax professionals 
with unlimited rights of representation 
before the IRS. EAs abide by a code of 
ethics and must complete many hours 
of continuing education each year to 
ensure they are up-to-date on the con-
stantly changing tax code. To find one 
nearby, visit the searchable “Find a tax 
expert” directory at www.EAtax.org. 

Be Smart About Security At Tax Time

You can save money and trouble if 
you follow professional advice and 
your own good sense when taking 
care of taxes.

Now’s the Time to Start Saving for Her Future
(NAPSA)—Whether your children 

or grandchildren are infants or in high 
school, it’s not too late or too soon to 
put money aside to help them achieve a 
great private college education. The hol-
iday gift-giving season is a great time to 
start. It is also a good idea to make col-
lege education savings one of your 2017 
financial resolutions.

One way to energize your savings 
is with a prepaid tuition plan that lets 
your family save on the cost of college 
by locking in tomorrow’s tuition at to-
day’s prices. By using Private College 
529 Plan, your tuition is guaranteed no 
matter how much rates increase over 
the years or how investment markets 
perform. Use the guaranteed tuition at 
an ever-growing list of close to 300 pri-
vate colleges and universities, including 
many of the nation’s top-ranked schools. 

Save on College Costs 
Private College 529 Plan is not an 

investment account; it is different than 
a traditional 529 plan as families are 
pre-purchasing tuition. The prepaid tu-
ition can be used at any participating 
school from Princeton to Stanford and 
everything in between. Participating 
schools include large research univer-
sities, liberal arts colleges, faith-based 
institutions and more.

Families can potentially save thou-
sands of dollars by prepaying, which 
can expand a student’s range of potential 
schools to institutions that might once 
have seemed beyond a family’s means. 
For example, assume a year of tuition at 
a particular university is now $35,000. If 
tuition rises 4 percent a year for 10 years, 
tuition would be $57,000—offering a 
savings of over $20,000. These savings 
can give the child more options. You do 
not commit to any particular school un-
til the student enrolls. Participation in 
the Plan does not guarantee admission 
to any college or university; nor does it 
affect the admissions process. 

The Plan is sponsored and guar-
anteed by the nearly 300 participating 
colleges and universities—not the gov-

ernment. Since the schools bear all the 
financial risk and pay all the fees, you 
get the most for your money.  

Private College 529 Plan accounts 
can be redeemed only for undergraduate 
tuition and mandatory fees. Therefore, 
it is a smart idea to invest in a 529 sav-
ings plan to help cover the cost of room 
and board, computers, books and oth-
er qualified education-related costs. If 
your child doesn’t go to one of the Plan’s 
schools, you can request a refund or use 
the funds for a relative’s education.

Tax Advantages 
Congress authorized 529 plans, in-

cluding Private College 529 Plan, to 
help families save for college. While 
you don’t get a federal tax deduction for 
contributing, the increase in value of 
your account is tax-free if you spend the 
money on qualified college  expenses, 
such as tuition. More than 30 states al-
low tax deductions or credits on state 
returns. There are estate-planning ben-
efits, too. Contributions are considered 
completed gifts and qualify for annual 
gift tax exemptions. You can even front-
load your account with five times the 
annual gift exclusion and remove that 
amount from your estate. There are no 
income limits for account owners; and 
the Plan’s contribution caps are very 
generous, currently $265,400. 

To learn more or open an account, 
visit www.privatecollege529.com/prepay 
or call toll-free (888) 718-7878. 

A great gift for children you love— 
at holiday time, birthdays or any-
time—is to help them have a chance 
to afford the college of their choice. 

(NAPSA)—If you’re like many 
Americans, you’d like to spend less and 
save more. According to a Nielsen sur-
vey, that was the third most popular 
New Year’s resolution. Fortunately, it 
may be simpler than you realize.

Purchasing life insurance is a way to 
help you and your loved ones feel more 
secure. According to a study by LIMRA, a 
financial services research firm, 80 percent 
of Americans say life insurance is some-
thing most people need for their family’s 
financial safety—yet only 44 percent own 
an individually purchased policy.

While the idea can seem daunting, 
getting life insurance can be as simple 
as asking yourself a few questions to 
become familiar with your options, and 
reaching out to an insurance agent to 
learn more.

What You Can Do
Here are five steps to take when 

thinking about purchasing life insurance:
1. Determine your need: Does 

someone depend on you financially? 
Are you lacking the funds to cover your 
final expenses? If yes, consider life insur-
ance. A beneficiary can use the money to 
replace income or pay off debts.

2. Familiarize yourself with the 
benefits: Many people don’t realize that 
for the beneficiary, life insurance is not 
subject to federal income taxes in most 
instances. This is one of the many bene-
fits that comes along with this product.

3. Decide how much life insurance 
you need: How much coverage would 
your family need if something happened 
to you today? What debts would need to 
be paid off? There are many questions 
you can ask yourself to help you deter-
mine the right type of life insurance you 

need. You can start planning by using 
Bankrate’s life insurance calculator at 
www.bankrate.com/calculators/retire 
ment/retirement-calculator.aspx.

4. Understand the different types 
of life insurance: There are three major 
types of life insurance coverage: term, 
whole and universal. All types pay a 
death benefit but each type can vary in 
terms of coverage length, premium flex-
ibility and other factors.

5. Consider seeking profession-
al guidance: Options are available for 
nearly any income and asset level, age 
and risk tolerance. An insurance profes-
sional can help you evaluate your life in-
surance options and costs based on your 
unique circumstances.

Learn More
For further information about your 

life insurance options and to find a near-
by insurance agent, visit www.Bankers 
Life.com.

Top Tips For Financial Security

For many, getting their finances in 
order starts with purchasing a life 
insurance policy. 

Among the more unusual flavors of 
ice cream ever recorded are avocado, 
garlic, jalapeño and pumpkin.

Ice cream novelties such as ice cream 
on sticks and ice cream bars were 
introduced in the 1920s. Seems like 
kid stuff, but today, adults consume 
nearly one-half of all such treats.

Legend has it that in the first cen-
tury, the Roman emperor Nero used 
to send slaves to the mountains to 
collect snow and ice to make flavored 
ices, the precursors to ice cream. 

Vanilla is still the most popular ice 
cream flavor in this country.

In Kentucky, it is illegal to carry ice 
cream in your back pocket.

***
I have friends in overalls whose friendship I would not swap for the favor of the 
kings of the world.

—Thomas A. Edison
***

***
The bird a nest, the spider a web, man friendship. 

—William Blake
***

***
We are keenly aware of the faults of our friends, but if they like us enough it 
doesn’t matter.

—Mignon McLaughlin
***

***
Fear makes strangers of people who would be friends. 

—Shirley MacLaine
***

***
Friendship is Love, without his wings.

—Lord Byron
***

***
The best time to make friends is before you need them. 

—Ethel Barrymore
***
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