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by Manny Novoa
(NAPSA)—The shift to a digi-

tal, mobile and virtual world
means that even the smallest
businesses are increasingly at risk
from cyber threats.

Other factors that motivate
companies to deploy IT security
solutions include SPAM prevention,
desire to reduce the risks associ-
ated with Web-based business oper-
ations and regulatory compliance.

The Sarbanes-Oxley Act, for
instance, has a provision mandat-
ing that CEOs and CFOs attest to
their companies having proper
“internal controls.” If a company’s
IT system is not secure, then man-
agement is at risk signing off on
internal controls, so it becomes
necessary to ensure auditable
security measures are in place. 

While many smaller business
owners now understand the need
for increased IT security mea-
sures, it may be confusing trying
to determine where to begin. The
following are four critical areas to
help small and medium busi-
nesses (SMBs) beef up their secu-
rity “playbooks.” 

1. Build your offense.
The most crucial component of

securing your business is to
develop a security program that
educates you and any employees
on the vulnerabilities of technol-
ogy, and puts in place processes
to help avoid risk. No matter
how much secure technology you
have in place, you can’t be safe
without support from your tech-
nology users. A robust security
governance policy,  including
basic IT security training for all
new employees and strict user
access policies, is also key. 

Your governance policy should
cover the basics such as “thou
shall not post your password next

to your monitor, open suspicious
looking e-mail or give anyone your
password, or thou shall be fired,”
to ongoing education about the
latest external threats. It’s also
wise to set specific access rights to
help prevent employees from inad-
vertently giving outsiders access
to sensitive information, and to
potentially protect from malicious
insiders.

2. Block and tackle.
The key to protection from

external threats is to have several
layers of defense. As the magni-
tude of e-mail virus damage has
proven, humans are fallible, so
barriers such as firewalls and
virus software are a must.

Additional hardware-based
solutions can provide added data
protection—especially important
for portable devices. In the case of
theft, it’s the DATA on the system
that becomes the clear concern,
not so much the loss of the actual
device.

For example, HP’s Protect-
Tools portfolio includes Embed-
ded Security and Smart Card
solutions for select HP business
desktop and notebook PCs. HP’s
ProtectTools Embedded Security
solution can protect user data
and access to the system by using
an embedded chip for added data
encryption. The HP Smart Card

security solution uses a credit-
card-like security device to make
system access more secure, by
combining something the user
has (a Smart Card) with some-
thing only the user knows (a
password/PIN).

3. Keep on your toes.
Sometimes glitches are discov-

ered in software that may leave a
system or network vulnerable to
attack, so ensuring timely patch
management is critical. Even a
virus utility or personal firewall is
only as good as the last update for
“known” attacks. Proactive policies
must be put in place to “force”
users to update these periodically
or automate that update process.
IT vendors offer technology patch
management solutions, such as
HP’s Client Management Solu-
tions, to facilitate this process and
help automate IT systems updates.

4. Have a strong second
string waiting to take the field.

A final recommendation is to
have a consistent data backup
program. Daily data backup to an
onsite, or preferably off-site, stor-
age solution can protect a com-
pany from losing significant por-
tions of its critical financial data
and intellectual property in the
event of a security breach. 

Look for PCs that offer local
recovery, like that provided by
Altiris on HP desktops, to prevent
loss of individual user data in the
event that an employee opens an
infected e-mail that destroys
information on his or her system.
A company can usually recover
from loss of one day’s data, but
loss or damage of all electronic
company information can be dev-
astating for a small business.

Manny Novoa is a distin-
guished technologist in HP’s Per-
sonal Systems Group.

Beefing Up Your Company’s Security “Playbook”

(NAPSA)—Coal mining is
vitally important to the economy
of this country—and the health
and safety of miners is vitally
important to the future of the
mining industry. All of us benefit
from the coal they produce when
we turn on our lights, heat our
houses and drive on our roads.
Demand for coal is now at an all-
time high. Now is the time for the
mining industry to take extra
safety precautions and stay
focused on safe operation. 

Over the years the mining
industry has dramatically reduced
fatalities from roof and rib falls.
During the entire calendar year
2003, two miners suffered fatal
injuries due to roof falls. Unfortu-
nately, over the summer there
were four fatalities caused by roof
falls in mines—four too many.

MSHA Assistant Secretary
Dave D. Lauriski recently sent a
letter to mine operators at all
underground mining operations,
urging them to stay alert and fol-
low approved and required safety
measures to protect miners from
injury or death.

Assistant Secretary Lauriski
asked mine operators to evaluate
their approved roof control plans
and ensure that the plans are ade-
quate to control the general mine
roof conditions, whether mining
on development or during pillar
extraction, and ensure that the
approved roof control plans pro-
vide the required protections for
the working miners.

Mine operators should also
take the following steps to ensure
their miners are working safely
and under properly evaluated
conditions:

• Meet with all underground
miners and reiterate that they
must never work or travel under
unsupported roof, and that they
must always follow the provisions
of the approved roof control plan. 

• Remind mine examiners of
the necessity of making frequent
and thorough workplace examina-
tions that could detect changing
roof, rib and face conditions.

• Remind employees to use the
sight, sound and vibration method
of roof evaluation to determine if
the roof is competent, and to con-
sistently scale all loose rock or
ribs prior to starting work. 

• When adverse roof conditions
are encountered, miners should
install additional roof support
materials. 

• More importantly, make sure
workers, particularly new employ-
ees, are properly and adequately
trained in effective roof control
procedures.

• Finally and most impor-
tantly, mine operators can help
protect and preserve the safety
and health of miners who work in
their operations by ensuring that
mine foremen and supervisors
provide strong supervision and
oversight of miners during retreat
mining operations. This action
alone will help ensure that every
miner goes home safe and healthy
at the end of each shift.

The Mine Safety and Health
Administration believes good
safety and health practices are val-
ues to business, to community and
most importantly to mining’s most
valuable resource—the miner. 

Mine Safety Is No Accident

Mine operators are being asked
to take steps to ensure worker
safety.

(NAPSA)—A new rating system
will extend credit to millions of
Americans who could not get it in
the past. Groups including recent
immigrants, people with low income,
recently widowed women and young
adults are expected to benefit from
the new system. 

Experts warn, however, that
the new credit rating system could
end up creating financial problems
for a number of people. “The new
system presents an opportunity for
millions of Americans to establish
a credit history for the first time,”
says Joel Greenberg, president of a
credit-counseling agency called
Novadebt. “But it also presents a
potentially disastrous opportunity
for people to get themselves into
trouble if they don’t know how to
use credit responsibly. It’s impera-
tive that people be made aware of
how to use credit responsibly so
they can avoid financial pitfalls—
and get the most out of their
credit.”

Greenberg’s group is a non-
profit social service agency that
works to help consumers with per-
sonal financial difficulties. The
group offers the following tips to
newly credited consumers:

• Watch Out For Hidden
Costs—Consumers should pay
close attention to annual percent-
age rates (or the interest rates) on
credit cards. They should also
know what fees the creditor is
likely to charge them. Fees usually
include late fees, balance-transfer
fees and over-the-limit fees.

• Know The Debt Warning
Signs—Greenberg says there are
a number of warning signs that

you have taken on too much debt.
They include: being unsure of how
much debt you are carrying; living
paycheck to paycheck; not paying
one bill so that you can pay
another; and taking cash ad-
vances from one credit card to pay
another. A complete list of debt
danger signs can be found at
Novadebt.org.

• Don’t Go It Alone—Take
the time to learn the basics of
credit, and seek the assistance of
experts if you need to do so.
Greenberg stressed that it is par-
ticularly important for people to
seek help right away if they think
they might be getting into trouble.
Most people find that they can get
themselves out of debt on a rea-
sonable timetable if they get help
from a reputable, licensed credit
counseling organization before the
problem becomes insurmountable.

For more information on ways
to make the most of your credit,
visit www.novadebt.org.

New Credit System Presents Unprecedented 
Opportunity and Danger to Millions of Americans

A new rating system will extend
credit to millions of Americans.

(NAPSA)—Karen is a single
mother of two who worked hard to
be promoted to assistant manager
of a local department store. She
got a raise to $18,000 per year, but
as a result, actually earned too
much to qualify for overtime. Her
brother, Steve, is a sergeant in his
town’s police department earning
$21,000. But the city says he can’t
put in for overtime because his job
duties disqualify him for extra pay.
Karen’s best friend, Amy, makes
$23,000 working in a restaurant.
Even though she puts in 10-hour
days and has little time for her
family, she’s not sure if she’s enti-
tled to overtime either.

But under new overtime secu-
rity reforms that are in effect now,
workers like these now have a
guarantee of overtime protection. 

Under the old, outdated regula-
tions, workers earning as little as
$8,060 could be denied overtime.
The new overtime security rule
nearly triples this salary thresh-
old, so that millions of workers
earning less than $23,660 per year,
workers like the composites repre-
sented above, are guaranteed over-
time protection no matter what
they do or what their job title is. 

The new overtime security
rules, for the first time, also offer
explicit guarantees of overtime
protection to many workers earn-
ing above the $23,660 threshold,
including:

• Blue collar workers like car-
penters, electricians, mechanics,
plumbers, iron workers, operating
engineers, longshoremen, and
laborers, as well as workers who
receive overtime under a union
contract. 

• Licensed practical nurses
and first responders, such as
police officers, firefighters and
EMTs, also receive greater protec-
tion under the new regulations. 

• Any worker paid on an
hourly basis will continue to be
guaranteed overtime pay no mat-
ter how much they earn, what
job they perform, or what title
they hold.

The new overtime security
rules are far more clear than the
old regulations, which means that
workers will know their overtime
rights, employers will know their
obligations, and the Department
of Labor will have an easier time
enforcing the law. This will benefit
everyone. Workers will no longer
have to go to court to get the over-
time they deserve and employers
can devote money to building
their businesses and paying work-
ers, instead of worrying about
lawsuits.

To find out more about the new
overtime security reforms, visit
the Department of Labor’s Web
site at www.dol.gov/fairpay. The
site includes information about
workers’ new overtime rights, as
well as extensive compliance
information for employers. 

Now that the final overtime
security rules are at last in place,
workers like those represented
above will finally have the
enhanced overtime protection
they deserve.

New Overtime Rules Benefit Everyone

www.dol.gov/fairpay
1-866-USWAGE

***
Sorrow is a kind of rust of the
soul, which every new idea con-
tributes in its passage to scour
away.

—Samuel Johnson
***

***
Food may be essential as fuel
for the body, but good food is
fuel for the soul.

—Malcolm Forbes
***

***
What lies behind us and what
lies before us are tiny matters
compared to what lies within us.

—William Morrow
***

***
Speak softly and sweetly. If your
words are soft and sweet, they
won’t be as hard to swallow if
you have to eat them.

—Anonymous
***




