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(NAPSA)—Online banking and
shopping have made life easier,
helping customers avoid long lines
and run their lives with more effi-
ciency. But it also has opened the
doors to a new form of attack that
is becoming a household word:
phishing.

Phishing is an attempt to
solicit confidential information for
financial gain using fraudulent
e-mails as bait. It begins with an
e-mail or pop-up that appears to
be from a well-known bank, credit
card company or e-commerce Web
site asking customers to update or
verify their account information.
Some phishing scams convince
consumers to click on a link in the
e-mail, which redirects them to a
spoofed Web site where they are
asked to enter their account num-
ber, PIN, or other confidential
information. 

Customers are lured into
divulging information because the
phishing e-mails, pop-ups and
Web sites often look official. In
reality, phishers copy and transfer
the branding of a legitimate com-
pany and even spoof URLs to
make their communication appear
not just official but secure. 

Phishing attacks have increased
by 4,000 percent in just five
months, according to the Anti-
Phishing Working Group (APWG).
In July 2004, the average number
of phishing attacks per day was
63.7, up significantly from the 47.4
per day for June. 

The growing prevalence of
phishing attacks has led informa-
tion security leader Symantec
Corp. to name it one of the top
Internet threats to watch out for

in its latest Internet Security
Threat Report. Symantec offers
consumers the following tips:

• Don’t respond to unsolicited
e-mails that request personal
information. If you think the e-
mail might be legitimate, call the
company that the e-mail appears
to be from to verify.

• Never click on a URL in a
suspicious e-mail. 

• When visiting your bank,
credit card company or other e-
commerce site, pay close atten-
tion to the URL at the top of the
browser. Extra letters, numbers
of symbols added to the begin-
ning of the company’s name in
the URL, or an entirely different
URL from the company’s stan-
dard Web address, should raise a
flag. 

• When on a Web page that
asks for personal information,
look for the yellow lock icon on the
bottom status bar. Double-click on
the lock icon to display the secu-
rity certificate. The name follow-

ing “Issued to” should match the
site that you think you are on. If
the name differs, it may be a
spoofed Web site. 

• Make sure your operating
system and software programs are
updated for patches regularly to
protect against exploits that tar-
get known vulnerabilities.

• Before filling out an online
form, even on secure Web sites,
look for a privacy statement that
states whether or not the site
shares information with outside
parties. If possible, opt out of
sharing your information with
third parties.

• Create secure, complex pass-
words and change them fre-
quently. Consumers should also
prevent computer programs or
Web sites from remembering pass-
words or credit card numbers.

In addition to these tips,
experts encourage consumers to
use spam filtering and privacy
control software, such as Syman-
tec’s Norton Internet Security
2005. Anti-spam solutions can
detect certain characteristics in
phishing e-mails and tag them as
spam. Privacy control software
gives consumers the ability to
specify the Web sites that their
personal information is allowed to
go out to, thus preventing confi-
dential data from being sent to
fraudulent Web sites.

For more information on phish-
ing, visit the following Web sites:

• National Cyber Security
Alliance (www.staysafeonline.info)

• National Consumers League
(www.phishinginfo.org)

• Federal Trade Commission
(www.ftc.org)

As Online Fraud Grows, Experts Offer Tips

Don’t let thieves get your identity
or your money.

(NAPSA)—The holiday season
can be filled with many pleasur-
able activities, although the hectic
pace can sometimes be stressful.
Holiday stress can result in people
drinking too much, overeating, not
getting enough sleep and gener-
ally failing to take care of their
health. The Emergency Nurses
Association’s Injury Prevention
Institute/Emergency Nurses
CARE, recommends these tips to
help you have a safe and healthy
holiday season. 

• Drink responsibly and safely.
Monitor your alcohol consump-
tion. Reduce the number, size and
frequency of alcoholic beverages
you drink or serve at holiday occa-
sions. When attending events
where alcohol is being served,
always have a designated driver
(someone who has agreed not to
drink alcohol and can provide
transportation for people who are
drinking). Avoid mixing alcohol
with other drugs or traditional or
over the counter medications. Do
not skip any dose of your medica-
tion without first consulting your
physician.

• Drive safely. Avoid traveling
after midnight, especially on Fri-
days and Saturdays, since this is
the time that most motor vehicle
crashes occur. Drive defensively.
Always wear your safety belt and
make sure that all adult and child
passengers are properly re-
strained. Do not ride with anyone
who has been drinking and
NEVER get behind the wheel of a
moving vehicle (including recre-
ational vehicles such as snowmo-
biles) after having consumed any
alcohol.

• Maintain healthy sleeping

habits. Keep to your normal sleep
schedule. Avoid driving when
fatigued as your reactions are
slowed and judgment is impaired.

• Eat smart.  Watch your
nutrition and try not to skip
meals or replace them with
excess snacking.

• Avoid S.A.D. If you sometimes
get the holiday or winter blues, out-
door exposure to sunlight (or
indoors to full spectrum artificial
light) for at least a half hour per
day (without sunglasses) can ame-
liorate the symptoms of S.A.D. If
the holiday blues get to you, write
about it, talk to your favorite good
listener or seek the professional
help of a psychotherapist.

• Deck the halls—safely!
Prevent holiday fires by using only
nonflammable decorations, inspec-
ting holiday lights and using only
those that are UAL-approved.
Keeping holiday trees well watered
and away from heat sources will
prevent them from drying out and
becoming a fire hazard.

Emergency Nurses Offer Holiday Safety Tips

(NAPSA)—So much to do and so
little time to do it! As the holiday
mailing season closes in, the U.S.
Postal Service makes it easier for
customers looking to ease the pres-
sures of their busy lifestyles.

Shipping packages is easier
than ever when you use
www.usps.com to print shipping
labels with or without postage,
pay for postage with a credit card,
or to notify your carrier of a
pickup—all from a personal or
business computer.

And this holiday season, the
Postal Service has added a new
feature.

Customers using Click-N-Ship®

to print labels and buy postage
can also purchase up to $200
worth of insurance online for
domestic Express Mail® and Prior-
ity Mail® packages.

“The insurance offering, in con-
junction with the Click-N-Ship
and Carrier pickup Web sites, pro-
vide consumers and small busi-
nesses with the added conve-
nience of using our services right
from home or office,” said Product
Development Vice President Nick
Barranca. 

Postal Service insurance pur-
chased online works the same and
costs the same as retail insurance.
For insurance in excess of $200,
customers still need to visit their
local Post Office™.

As an added value, all online
insured Priority Mail pieces get
free Delivery Confirmation™ ser-
vice and the opportunity to con-
firm delivery on Track & Confirm

at www.usps.com/shipping/track
andconfirm. All in one barcode—
no added labels, forms or stickers
required.

Click-N-Ship lets customers
create labels with postage, pay
with a credit card, store up to
1,000 addresses, view their ship-
ping history, and order scales,
self-adhesive labels and other
shipping supplies. After printing a
label with postage, customers 
can go to the Carrier pickup site
(www.usps.com/shipping/carrier
pickup) to schedule a package
pickup at no additional cost.
Packages will be picked up by a
carrier when the mail is delivered
on the scheduled pickup day.

“Mailing packages insured
online is a snap,” said Barranca,
adding, “Customers can request
carrier pickup the day before, hand
their mail to the carrier during
delivery or bring it to the local Post
Office. Online services make mail-
ing quick, easy and convenient.”

A free “Customer Guide to
Mailing” is also available online at
www.usps.com/customersguide.

Quick, Easy and Convenient...
The Postal Service Works For You

(NAPSA)—A number of diseases
and conditions—ranging from types
of cancer to osteoporosis— have
become more manageable in recent
years. In addition, people are living
longer and healthier lives today than
they have in the past. Doctors say
one reason for this positive trend is
the technology of health screening.

The procedures often reveal the
presence of disease before symp-
toms are noticed, or they can alert
people to conditions such as high
cholesterol or blood pressure that
could put them at risk for serious
health ailments.

People who want a health
screening can take advantage of
free services such as The Wal-
greens Wellness Tour. The tour
involves a customized education
and screening vehicle traveling to
Walgreens stores in 45 cities over
12 months. People who visit the
Wellness Tour are invited to take
part in five free screenings, right
on the vehicle:

• Total Cholesterol Screen-
ing—It’s recommended that adults
have their cholesterol levels
checked at least every five years.
Through a finger stick blood test,
participants are given their total
cholesterol level. They also receive
educational material on healthy
cholesterol levels and ways to
lower their cholesterol.

• Glucose Screening—Blood
glucose levels may indicate risk
for diabetes, a disease that lim-
its the body’s ability to convert
certain types of  sugars into
energy. Visitors receive a glucose
level reading, via finger stick
blood test, and information on
diabetes awareness.

• Blood Pressure Screening—
High blood pressure (hyperten-
sion) is a serious condition that
affects one in four American
adults. Among people with high
blood pressure, 70 percent do not
have their condition under con-
trol. Visitors receive their blood
pressure reading and educational
materials.

• Bone Density Screening—
Bone density testing is the best
way to determine bone mass and
reveal present and future risk of
fracture and osteoporosis. Screen-
ings are done via foot ultrasounds
and take 60 seconds with immedi-
ate results.

• Body Mass Index—Body fat,
not weight, is the better measure
of one’s health and fitness. Visi-
tors will be given a percentage of
body fat reading using a body
mass index analyzer—a hand-
held machine that estimates
body fat percentage and body fat
index.

For more information on when
the Wellness Tour will be visiting
your city, call 1-866-484-TOUR
(8687). 

Free Neighborhood Medical Screenings

Medical screenings can help
detect conditions at their earliest
and most treatable stages.

***
Let us reform our schools, and
we shall find little reform
needed in our prisons.

—John Ruskin 
***

***
We are what we repeatedly do.
Excellence, then, is not an act,
but a habit.

—Aristotle 
***

***
No one can terrorize a whole
nation, unless we are all his
accomplices.

—Edward R. Murrow 
***

***
It is always easier to fight for
one’s principles than to live up
to them.

—Alfred Adler 
***




